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Abstract: Technology is advancing rapidly with an increase in interpersonal interactions. The
digital environment gives new opportunities to the learner. The COVID-19 pandemic prompted an
unprecedented shift from face-to-face to online learning. Presenting both unique opportunities and
challenges. Educators, in response, embraced digital engagement to cater to 21st-century learners,
fostering critical thinking and innovation. However, the digital environment also brought forth
ethical considerations, which have led to prominent discussions in education. This paper delves into
the crucial aspect of developing a comprehensive code of ethics for online education while
advocating for the establishment of clear internal procedure, policies, and guidelines to support
ethical practices. The creation of such a robust code of ethics serves as a cornerstone not to push
technological development, but to guide ethical integration by outlining principles that promote
responsible behavior, safeguard privacy, and ensure equitable access to educational resources.
Furthermore, the paper explores how educators can play a critical role in promoting ethical behavior
among 21st-century learners. By incorporating, critical thinking skills, and encouraging discussions
and assignments rooted in personal, professional, and life experiences, educators can introduce a
sense of responsibility and ethical awareness in their students. The paper underscores the
importance of initiative-taking measures, such as a well-defined code of ethics, to navigate the
evolving landscape of online education responsibly. It contributes to the ongoing discourse on
ethical considerations, offering insights and recommendations for fostering a digital learning

environment characterized by integrity and ethical conduct.
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1. Introduction

With the COVID-19 pandemic, technological advancement has paved the way for the
digitalization of interaction as life moves online, making technology more personal and portable
in society. The pandemic altered culture globally, not just affecting students but lives around the
world (Renu, 2021). Taufig-Hail et al. (2021) noted that individuals faced numerous challenges
from self-isolation. The rapid change caused by COVID-19 disturbed physical health and critically
impacted the mental health of educators and students, prompting behavioral changes.

Vargo (2021) stated that educational opportunities expanded beyond face-to-face
classrooms. Due to technology people were able to study, work, shop, and function from
anywhere. With the expansion of online learning, opportunities for exploration were instigated,
information was freely transferred, and instant access to information became available. The

sudden shift to digital technologies solved immediate access problems to learning but posed
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potential long-lasting impacts on technology and ethical practices in education. Hakimi et al.
(2021) pointed out that the digital shift brings ethical concerns and challenges to educators,
learners, instructional designers, and institutions.

For teaching and learning to be effective in the technological era, best practices must be
reimagined to support a growth mindset for 21st-century learners (Xu, 2021). To meet learners'
educational needs, integrating higher level of thinking and meaningful technology use is essential.
The social power of technology and ethical issues are always vital at play. Teachers must
incorporate higher thinking skills while using technology and successfully administer ethical
conduct in the digital environment. Clear internal procedures, policies, and guidelines must be
adopted. Transparent ethical practices, chains of responsibilities, and accountability must be
integrated consistently into technological teaching and learning practices (Lendis, 2014). The rapid
pace of technological advancement has challenged 21st-century society to evaluate the ethical
implications of actions in the digital space as educators and institutions must guide students on
using technology ethically. This paper explores the following research questions to clarify its

purpose and scope

(1) What constitutes ethical practices for learners regarding academic integrity in a digital
environment?

(2) How can educators support the ethical behavior of 21st-century learners?

The ethical practices in a digital environment include responsibility, transparency, accountability,
and the integration of higher order thinking skill. Educators can support the ethical behavior of
the 21st century learners by implementing clear internal procedures, guidelines and policies, along
with promoting a growth mindset towards ethical technology use. By addressing these research
questions and examining the hypothesis, the paper aims to provide insights into the ethical
dimensions of digital education and offer practical recommendations for educators to foster

ethical behavior among learners in the 21 century.

2. Theoretical perspective

Williams (2017) mentioned that "today our world is electronic” as technology drives the
social lives of our students, promoting student engagement and inspiring students to become
lifelong learners. For instructions to be socially engaging, relevant, and practical, teachers are
responsible for providing new levels of instruction that will enhance students' use of technology
tools. Students can share information through cell phones to message, chat, and text. Aligning
technology to meet the social needs of the students connects to John Dewey's social learning
theory that emphasizes the importance of education in promoting self-governing values and social
responsibility. Students need to be aware of the obligation to safeguard their own privacy and to
prevent harm to others (Allen, 2012). Social constructivism was first expressed by Lev Vygotsky,
who points out that learning is not an individual one but rather a social experience with many
individuals. According to Vygotsky, students learn and improve cognitive development by
interacting with people mastering cultural experience, habits, forms of cultural behavior, methods,
and reasoning (Kivunja, 2014). Through technological tools, students also build, accept, share, and

reinforce knowledge supporting the transformation process. While collaborating in learning is



3 of 13

beneficial, there are ethical concerns about plagiarism and educators must provide clear
guidelines on collaboration and emphasize academic honesty. Lev Vygotsky's social
constructivism interacts with many rather than one and has influenced connectivism in the digital
environment. George Siemens calls connectivism, the learning theory for the digital age, where
learning connects information sources and people (Corbett et al., 2020). Corbett et al. (2020)
explained that self-directed learners select their connections and information and are not guided
by the traditional instructional process but by their own choices. With vast amounts of
information available students may struggle to distinguish credible sources from unreliable ones.
Educators must teach digital literacy skills to help students navigate and evaluate information

effectively.

3. Background literature

With the rapid shift in education during the COVID-19 pandemic, most activities, including
teaching, learning, and communication, transitioned from face-to-face to online (Vargo et al., 2021).
The face-to-face education system changed to digital learning through online lectures, assignments,
and activities, creating a new learning experience (Naqvi et al., 2020). The pandemic was the most
extensive disruption to education systems in human history, resulting in significant challenges and
educational opportunities. Institutions planned to set up technologies to facilitate this change while
strategic ideas and creative action plans were generated expeditiously (Taufig-Hail et al., 2021;
Vargo et al., 2021). Since traditional classroom lessons could not be copied into an online
environment, courses were prepared with more significant efforts to suit the online platform by
incorporating student engagement (Sun et al., 2020).

Reliable internet connections and access to digital devices were significant issues for many
countries (Pokhrel et al., 2021). In many developing countries, children struggled to meet the
expenses of online devices. Online education also causes an escalated screen time risk, leading to
vision problems, shorter attentional spans, and social alienation for the learner. Vargo et al. (2021)
and Nagqvi et al. (2020), highlight significant challenges and opportunities of the transition to online
education from face-to-face during the COVID-19 pandemic. While Vargo et al. (2021) emphasize
the suddenness and scale of the shift, Naqvi et al. (2020) focus on the new learning experiences
created by digital platforms. The critical ethical issue here is the digital divide, as highlighted by
Pokhrel et al. (2021). Reliable internet and digital device access are crucial for equitable education,
and many students, especially in developing countries, struggle with these necessities. This divide
raises questions about fairness and equal access to educational opportunities, challenging educators
and policymakers to address these disparities ethically.

Educational institutions were challenged to find modern technology and reimagine
education to support academic staff and students seeking guidance with digital literacy in a unique
environment. The situation united humanity, as urgent needs were placed to protect and save
students, academic staff, faculty, societies, communities, and the nation (Dhawan, 2020). Naqvi et
al. (2020) mentioned that most institutions globally sought solutions to continue teaching. Although
the quality of education depended on the level of digital access, institutions had to support social
distancing and isolation. The pandemic supplied an opportunity to transform and implement
alternate educational systems and assessment strategies and paved the way for the introduction of

digital learning (Pokhrel et al., 2021). With the global COVID-19 outbreak, teachers needed to
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innovate and implement assessment strategies and alternate educational systems as face-to-face
teaching was halted in schools, colleges, and universities. The education systems feared losing the
academic year 2020, and teachers required more time to explore online teaching and infrastructure.

Teaching from home was a non-favorable environment; teachers worked through an
information gap with limited online teaching experience (Pokhrel et al., 2021). With the change in
thinking, teachers needed to spend more time and effort preparing for online courses that were
innovative and designed to improve the students’ attention span (Gewin, 2020). With no other
alternative, both learners and educators adapted to this unique experience (Pokhrel et al., 2021).
Teachers patiently engaged passive students through interactive question-and-answer sessions,
tests, presentations, and open discussions. (Sun et al., 2020). Some faculty studied technology to find
the best teaching tactics, accommodating students in different time zones who could not return to
campus because of the outbreak. (Gewin, 2020). The shift to digital learning posed significant
challenges, such as the need for modern technology and reimagined teaching methods (Dhawan,
2020). While Dhawan discusses the broad societal impact, Pokhrel et al. (2021) examined specific
obstacles like limited online teaching experience and the information gap faced by educators. These
challenges require ethical considerations regarding teacher preparedness and student engagement.
Teachers must be adequately trained to deliver high-quality online education, ensuring that all

students, regardless of their socio-economic status, receive equal learning opportunities.

3.1. Ethical practices in digital environment

Education moved to digital learning, influencing humanity by addressing social, cognitive,
and emotional implications (Yamamoto, 2015). Consequently, learning in a digital era brings new
ethical challenges in the global and educational environment. Today’s learners are exposed to
example of unethical behaviors from social media and negative examples set by many adults.
Ethical learners, however, possess a strong moral personality and prioritize ethical behavior (Chugh
etal., 2016; Yamamoto, 2015). Sugiura et al. (2017) stated that ethics is the moral rule of conduct and
the judgment between good and bad. Ethics can be associated with individual, society, family,
morality, teacher, and curriculum, encompassing empathy, justice, self-control, respect, and
responsibility in education (Yilmaz & Celebi, 2022). Yamamoto (2015) indicated that education can
help learners use technology positively to minimize the adverse effects. While education is the key
to a democratic society, a quality public education system will ensure the learner receives an
education that enables them to make decisions benefiting the community rather than just
themselves. Yamamoto (2015) addresses the broader implications of digital learning, including its
social, cognitive, and emotional effects. The ethical dimension here involves ensuring that digital
education fosters positive social interactions, cognitive development, and emotional well-being.
Chugh et al. (2016) and Yamamoto (2015) suggest that ethical moral personalities, emphasizing the
importance of instilling ethical values in students. Education should help learners use technology
responsibly, minimizing adverse effects and promoting a democratic society.

Students have different education options: full-time online instruction, “blended” education,
and brick-and-mortar-based instruction (Finn, 2012, p1). According to Pastor-Escuredo (2020), the
socio-economic configuration has become one of the main drivers of technological development.
With artificial intelligence (AI) and digital technologies, connected individuals have become equal,

predictable, and controllable with Facebook, Twitter, and TikTok, intelligent technologies at home,
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and drone deliveries (Sullivan & Reiner, 2020). These technological developments bring ethical
implications, such as how machines work, which prompt questions about how humans’ behavior
and decision-making. The digital world has created opportunities to renew ethical practices globally
fostering better human interactions (Pastor-Escuredo, 2020). Vargo et al. (2021) and Pastor-Escuredo
(2020) indicated that digitalization is a global driver. Educators can now connect with learners
through video conferencing, podcasts, online chats, and webinars. With these advances, educators
can communicate and teach students thousands of miles away using virtual cloud technologies to
save electronic records and exchange emails and text messages (Reamer, 2013). Pastor-Escuredo
(2020) discussed how socio-economic factors drive technological development, making ethical
considerations paramount in the digital age. Sullivan & Reiner (2020) highlight the ethical questions
arising from advanced technologies like Al and social media. The critical analysis here involves
examining how these technologies can be used ethically to promote equality and responsible
behavior. Digital platforms offer opportunities to renew ethical practices globally, but they also pose
risks if not managed correctly.

According to Muhammad et al. (2016), activities performed in e-learning academic
institutions include managing data and creating, storing, and distributing different communication
and information tools. Tailoring education for distance education has brought many challenges to
the education system, especially as online learning is now preferred by students who face difficulties
in a face-to-face educational setting. Toprak et al. (2010) outlined the ethical obligations in online
information use and sharing, which include (1) promoting the well-being of humans and society, (2)
avoiding harm to others; (3) being honest and trustworthy; (4) honoring the property rights as
copyrights; (5) being fair and taking actions not to discriminate; (6) respecting the privacy of others;
(7) giving credit to intellectual property; (8) honoring confidentiality. Netiquette is the internet
ethics due to psychological distance. Inappropriate and unethical behaviors are seen immediately
in the face-to-face environment; however, in online interactions, these behaviors are less shown as
the other person is not seen or heard.

The main reason for the flaws in the ethical character of individuals is that advancements in
technology structure bring shortcomings to academic institutes, societies, and families (Muhammad
et al., 2016). While technology helped address educational challenges by connecting educators and
learners during the COVID-19 pandemic, ethical issues often emerged from how individuals
utilized technology. Muhammad et al. (2016) mentioned that with technological innovation, ethical
issues have created a major concern indirectly and directly in education. Ethical issues identified
include the usage of unauthorized resources, collaborative work without proper attribution, the use
of mobile devices during lectures to send or receive text messages, and plagiarism. Reamer (2013)
and Toprak et al. (2010) stated that although students prefer nontraditional ways, teaching online
introduces ethical issues for both students and educators. Institutions are committed to maintaining
high standards of academic honesty even though monitoring and assessing students for academic
honesty is challenging. Some online students hire ghostwriters, cheat on exams, arrange for a
knowledgeable friend to take the online exam, or request help via text messages or email. As
students are no longer close to the educator, the quality of learning is being questioned (Reamer,

2013).
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Olcott et al. (2015) and Toprak et al. (2010) indicated that as online learning becomes more
popular due to increased use, ethical issues arise in online spaces. Presenting new challenges for
distance educators. The online environment requires policies that users need to consider as pre-
determined rules. Learners must show respect, tolerate each other while collaborating, conduct civil
relations, and interact appropriately while learning online. In an online environment, student
populations are more diverse, and the boundaries and limitations to educational opportunities are
eased through internet access. Academic fraud increases in online learning settings as it becomes
challenging to verify whether students” work assignments are completed by the enrolled student.
Other prominent issues include the misuse of personal information, plagiarism, and copyright

violations. (Olcott et al., 2015 and Toprak et al., 2010).

3.2. Support ethical behavior of 21st-century learners

McCoog (2008) stated that growing up in a fast-paced digital world, today's students dislike
the traditional lecture-based classroom. Despite being half, a quarter, or even a tenth of their age,
today's students can teach adults about computers or cell phones. What surprises the teachers is
that they are not the ones teaching; the 21st-century learners have taught themselves to network and
find a solution (McCoog, 2008). The new century learner has novel ways of thinking and learning.
With today's technology immersion, students vary from students in the past and need different
teaching approaches due to students having unique learning goals that involve technology
(Kereluik et al., 2013). Human character is influenced by emerging technology and ethical challenges
(Dennis et al., 2021). As per Teo (2019), educators were called to prepare 21st-century students with
an all-inclusive education that combines life skills of cross-cultural collaboration, communication,
critical thinking, and creativity in the past few decades. McCoog (2008) emphasized the need for
new teaching approaches due to the technological immersion of 21st-century learners. Kereluik et
al. (2013) and Dennis et al. (2021) further support this by highlighting how technology influences
human character and ethical behavior. The ethical challenge is ensuring that new teaching methods
promote critical thinking, creativity, and ethical decision-making. Teo (2019) called for an all-
inclusive education that combines life skills with digital literacy, preparing students for the ethical
challenges of the modern world.

In contrast, John Dewey emphasized the value of critical thinking and creativity skills in
1916. Students have started to navigate and enhance opportunities in the globalized world for the
past few decades. Twenty-first-century skills are keys to success in this modern knowledge society.
With the COVID-19 pandemic, educators shifted the face-to-face curriculum to online learning,
taking the opportunity to develop students' higher-order thinking skills (Nussbaum et al., 2021).
Chen er al. 2010, support these strategies, with studies showing that web-based learning technology
significantly enhances student engagement and learning outcomes. The asynchronous instructional
technology provides learners with more time to think critically and reflectively that enables them to
stimulate higher order thinking as analysis, synthesis, judgement and gives application knowledge.

According to Kereluik et al. (2013), today's students were born into a media-filled world,
immersed in technology, and are digital natives. The students have cell phones, iPods, laptops, and
handheld gaming devices everywhere they go, and their vision of learning with these tools and
technologies is complex, flexible, creative, and challenging. Learners are in a world of instant

information using technological tools and devices; hence, educators need help teaching students to
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evaluate, interpret, and effectively use technology correctly. Growing up in a technology-driven
world and teaching themselves the essential skills to compete with peers, 21st-century learners
prefer even the school surroundings to be digitalized (McCoog, 2008; Spengler, 2015). A case study
showed the use of online social network in learning environments promotes formal learning that
enhances student engagement and collaborative skills (Veletsianos & Navarrete, 2012). Veletsianos
& Navarrete, 2012 provided the empirical evidence on the benefits of using online social networks
for formal learning, enhancing student engagement and collaboration. This supports the idea that
digital platforms can be used ethically to foster a positive learning environment. However,
educators must guide students in using these tools responsibly, ensuring that their online
interactions are ethical and respectful.

McCoog (2008) indicated that cultural familiarity and social responsibilities are 21st-century
ethical issues related to e-communication. Learners in the 21st century must be able to collaborate
and have self-direction with individuals, groups, and machines with an insignificant emphasis
placed on outcomes. Learners need to think critically and use their ability to sequence thoughts
before they act to achieve high results and complete with a global perspective (Yamamoto, 2015;
McCoog, 2008). Hakimi et al. (2021) mentioned that with the significant switch to digital
technologies, access to learning solved the pressing issues during the pandemic. However,
technology usage is expected to have a long-lasting impact on ethical implications. The effectiveness
of these strategies is further supported by meta-analyses that highlight the positive impact of online

learning on student outcomes (Means et al., 2009)

4. Discussion

In the wake of COVID-19, digital learning opened new doors to connect students globally
through an unbiased and undivided education. Digitalization changed the course of distance
learning, leading to online computer-based learning (Naqvi et al., 2020). More dynamic frameworks
should be considered to achieve successful and intensely digitized education systems. Active
mechanisms of supplying solutions to pandemic disruption paved the way for flexible projects
involving strategic change, uniqueness, and innovation (Pokhrel et al., 2021).

Countries needing more fundamental teaching in remote areas must improve education
through proven technologies and communication technology strategies. (Naqvi et al., 2020). The
pedagogy used for face-to-face learning is not workable for online learning; therefore, teachers who
lack technological proficiency require professional development training to familiarize themselves
with tutoring students. John Dewey said, “If we teach today’s students as we taught yesterday’s we
rob them from tomorrow” (Barbuceanu, 2020, p.1). Education is continuously changing, and with
technology, things are moving at a faster pace. Therefore, teacher training with digital technologies
and applications is essential. Globally, educational capabilities are limited, and due to the COVID-
19 outbreak, the development of technology has opened new avenues for all students and changed
the traditions of distance education (Naqvi et al., 2020).

McCoog (2008) stated that changing the method of instruction requires replacing the one-
size-fits-all approach and incorporating students” opinions. Instead of merely delivering content,
educators should engage students in the content and drive instructions more dynamically while
replacing face-to-face interaction with online activities. Give the students the challenge and guide

them towards solutions allowing them to contribute to the planning process. Kaufmann and Vallade
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(2020) suggest being clear and concise when detailing expectations for the students’ providing
adequate information to complete assignments, as inconsistency in communication can lead to
confusion in an online course. Moreover, clearly explaining, ensuring, and adopting values related
to information technology can transform these values into behaviors. Students can be taught the
values of honesty, accuracy, virtual sharing, respect for copyrights, virtual kindness, virtual
morality, and respect for each other (Yilmaz & Celebi, 2022).

Muhammad et al. (2016) mentioned that to address the challenges associated with ethical
practices, the UN and UNESCO started a particular program for ethical education that includes data
collection, privacy, security, trust, and technologies. Additionally, professional bodies globally,
such as International Review Board (IRB), have developed codes of ethics due to the increasing
ethical issues as human become more dependent on technology. Toprak et al. (2010) recommended
preparing policy guidelines acknowledging the diversity of students in the online education setup.
The policy includes (1) a guideline model for students and (2) technology ethics in the curriculum.
Kereluik et al. (2013) stated that foundational knowledge provided to 21st-century students with
ethical awareness includes the knowledge and skills needed to succeed in society. Engaging in the
ethical decision-making process involves empathy, understanding others’” positions, and focusing
on collective success rather than individual achievements. As we work with diverse groups,
understanding human emotions is crucial for successful interactions. (Kereluik et al., 2013; Singh,
2019). Chawdhry et al. (2017) suggested identifying the institution's policies and guidelines about
ethics at the beginning of the online course. Incorporating ethical procedures into the digital
environment provides a framework for students to follow. Ethical issues arise when students are
unaware of institutional guiding principle. There are two approaches to ensuring integrity of online
classes: taking proactive measures to prevent violations and implementing an honor code to ensure
that students adhere to the institution’s values while accepting the penalties of non-compliance
(Chawdhry et al., 2017).

To nurture and develop 21st-century character education, Singh (2019) suggests that all
stakeholders must accept core ethical and performance values such as honesty, fairness,
responsibility, and respect for self and others. Character education is about handling responsibility
and doing the right thing. Educating the 21st-century learner will help build civic virtue, compliance
with the law, respect for the rights of others, and concern for the common good. Promoting moral
values is crucial in teaching leaners to be honest, compassionate, empathetic, and trustworthy.
Emphasizing virtues such as effort, diligence, and perseverance further supports their development.
Introducing these values helps students treat each other with respect and care, ensuring they pursue
their goals ethically (Singh, 2019). Fostering self-discipline involves setting goals and assessing
progress based on an ethical code. Sileo & Sileo (2008) and Toprak (2007) mentioned that online
instructors need to find ways to promote students' ethical practices, minimize academic dishonesty,
and control students' unauthorized access to resources by making assessments open book. Writing
assessments should be designed with precise goals and instructions to prevent plagiarism.
Assignments should be crafted with knowledge of what is available on the internet, and to prevent
two students from selecting the same assessment, exams should be created from a large pool of
randomized assessment questions. This approach stops students from completing the same

assessment.
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Olt (2002) mentioned that setting specific time limits and providing students with multiple
attempts on assessments can help mitigate the risks of students working together secretly, while
also promoting the development of higher order thinking and problem-solving skills instead of the
habit of memorization. Collins (2014) described that 21st-century skills as involving higher-order
thinking in terms of 1. Transfer — applying knowledge and skills as transfer opportunities to life
outside school; 2. Critical thinking — focused on reflective thinking that includes reasoning,
investigating, questioning, describing, seeing, connecting, comparing, and 3. Problem-solving —
recognizing the proper path or solution to follow. Olt (2002) further suggested that by incorporating
personal, professional, and life experiences into assignments and discussions, instructors can
discourage unethical behavior and foster higher-order thinking through students’ real-world
contexts. Providing students with ethical policies from the outset affirms academic integrity and
encourages responsibility by clarifying expectations for their educational journey. This approach
helps create a learning environment that prioritizes ethical conduct and academic honesty, essential

for fostering a responsible and reflective student body.

5. Implications for Future Research and Practice

Future research should focus on the long-term impacts of digital learning environments on
students' academic performance, social skills, and ethical behavior, providing valuable insights
through longitudinal studies (Johnson et al., 2015). Having continuous professional development
programs for teachers is essential to equip them with the necessary skills to address digital
education's ethical challenges (Collins, 2014). Thereafter, evaluating the effectiveness of professional
development programs for educators in digital technologies and ethical practices can reveal best
practices for preparing teachers to navigate digital education challenges (Chen et al., 2010).
Exploring the integration of digital citizenship education into curricula will help to foster
responsible online behavior among students (Ribble, 2015). Assessing the impact of implementing
ethical policies and guidelines in online education can determine how these measures influence
students” academic integrity and decision-making (Chawdhry et. al., 2017). Educators should design
comprehensive digital literacy programs that incorporate ethical considerations, teaching students
about privacy, data security, and responsible technology use (Veletsianos & Navarrete, 2012).
Incorporating ethical decision-making frameworks into teaching practices through scenarios and
case studies can enhance students' ability to resolve real-world issues ethically (Singh, 2019).
Additionally, institutions should develop and enforce clear ethical guidelines, including policies on
academic integrity, privacy, and the responsible use of technology, to set clear expectations for
students from the beginning of their courses (Olt, 2002). By focusing on these areas, both future
research and educational practice can contribute to creating more ethical and effective digital

learning environments.

6. Conclusion

In conclusion, the rapid technological advancement and digital transformation present
significant challenges for online education. Therefore, implementing a code of ethics that highlights
ethical conduct in online and blended educational environment is crucial as digital technologies

advance. Support, feedback, in-depth teaching interaction, and promoting student engagement can
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reduce students' stress (Zhao et al., 2021). The teaching of ethical content and the critical factors in
the ethical development of policies and procedures are essential factors for the ethical development
of students (Muhammad et al., 2016). 21st-century learners must model moral and ethical behavioral
practices as the world undergoes constant changes. For students to be successful in the future,
values such as honesty, and diligence should be critical factors. Educators must support and handle
their actions to advocate ethical values and self-discipline. This paper highlights the need to explore
how educators can support ethical behaviors for 21st-century learners as the digital environment
advances. By providing a comprehensive understanding of ethical practices in the digital
environment, the paper unveils valuable information for developing recommendations to support

ethical behaviors of digital transformation as technology progresses.
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